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BLE GATT Server UUID

1. Service UUID:O0xFFFF, 16bit

2. UNEP->ESP32) HtE: OxFFO1, BUFR: write

3. (ESP32->/NFEF) Hitk: OxFFO2, BUFR: read/write/notify
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station AL 5l

JBVRGE I /NVRE 1) BLE 4% &% 52 LI SSTD. Password FH-T- Wi-Fi &R B
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3. 3 feHkE

IS/ MR 5 BLE ¥ 8] B E I 308
WA 31 B BIAR R 3 (8 bit)

iR type | Frame control |Sequence number | Data length data

b EI=R 1 1 1 1 ${ Data length }

Wi A #ER (8 bit)

iR type | Frame control |Sequence number |Data length data
¥ 1 1 1 1 Total Content
Content
Length
2 ${Data Length}
-2

Ack MiAg= (8 bit)

iR | Type (Ack) | Frame control | Sequence Data data
number length
HfE 1 1 1 1 Acked Sequence Number
2
1. Type

KM, 5 1 byte. 47N Type 1 Subtype (FKMI) W4, Type H{K 2 bit,
Subtype {575 6 bit. 3EZFR BLE /&% Type &Lz E 1, EHMN: type
ID=type<<2 | subtype
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1 g el & X X B SEER LR
Type Subtype Type ID
0x00 Ack FREIE A} [Data 3AEH 1 byte 0x00
JiR MWL [Sequence fH, 51K
Ack i) S0 i
Data I f#H] [ Sequence {EAHIA .
[ 5255 G i
(] Sequence
fA.
0x02  |&E WIFI T| % & BLE % | Datal0]H TR 0x08
PEREE | &M Wi-Fi |wifi mode 287, U
B, i Fii:
0x00 £ opmode [0x00:NULL;0x01:STA
BE.
0x03 HHE BLE | JEAIBLE &% | AEF data 0x0C
#F AP | &, DI
FREAE
®oeke, wr
LLERE AP,
0x04 TERIREL | SREUBLE ¥ | &xiliid Wi-Fi &8s 0x10
WiFi RS | %0 Wi-Fi | R ey Wi-Fi
HERALIRE | Connection State
S5 H.  [Report) HdE sk |n]
P=RAN A s i ]
opmode. FEHLIRA.
SSID.
0x05 WigF BLE 7% | WiJF BLE NULL 0x14
B GATT 3&E$:




0x06 ARICE SO | SRl NULL 0x18
5 BATC 9 i A
5
0x07 | FRH A H | FRHCBE b NULL 0x1C
& A HE
Hda e W&
HoEmy| R X :3'8 #IE SEPMERIE
Type | Subtype Type ID
0x01 Wifi Wifi NULL 0x05
station [#) | station
Bssid {55 |14 AP
(¥ BSSID
0x02 Wifi STA 4% NULL 0x09
station M7 [iEEEH AP
ssid {8 & [fJ SSID.
0x03 Wifi STA 4% NULL 0x0D
station [ |iER:K AP
password & | [R# Y
b5
0x04 Wi-Fi [ @MFHL | ACK H data[0]4£7R: 0x11
connection |BLE #4411 opmode, HFE
state Wi—-Fi R [0x00:NULL;0x01:STA;datal[1]
report. , A F£ix: STA HHEEBRIRE, 0x0
STARAS, [Ronib THERRE, HAER
001 FITME | 4 T AR s datal2]%
JFHCE | 7n: softap IEHESIRE, AP
STA % | £ 20 STA C&ER;
i Fr) 38
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H, A |datal3] MJEHIRRN: NIEE
STA %EHz | Wt =1 SSID 15 s
F SoftAP
NERp ]
Hlo
0x05 | Token data | I RIZ%E | BEEKE A4 B RZ%, 0x15
token BE
2K token
£ IER A
0x06 HRA S | T A NULL 0x19
data SER
0x07 WA | W | AR AR IE . 0x1D
Rk | WEEL
i
2. FrameControl
MifEmliE, & 1 byte
3. SequenceControl
FPANEER R, WU RS, e SRE R4, P (Sequence) & HANMN 1, FRBP1E

BT (ReplayAttack) o

4. Length

FRHRE I

Data IHIKEE, AEA CheckSums

5. Data

Data Ko P Akt

DNPSEN k€

2 1. FREEY)#H: WIFT mode | STA

(e

08 08 00 01 01

B, AL
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hnEFzEHm, 0x00 AfEHdr 4, 0x02 BEE VIt WIFI mode

| STA
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00 sequence [P, AR IE—KIN 1
01 Hm ez
01 data0

] 2. AR WiFi B SSID 58

4 09 00 01 07 74 65 6E 63 65 6E 74

HfE Ei:5%)
(0x02<<2) | 0x01=0x09 | In#HEmi, 0x01 NEHE A4, 0x02 FIR A% AP () SSID
00 IR, o, T
01 sequence JPAIFEHIIR, A ARE N 1
07 HoE K
74 data0
65 datal
6E data2
63 data3
65 data4
6E datab
74 datab
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